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Executive Summary

This white paper examines the role of scenario-
based risk assessment in expanding the use of 
unmanned aerial systems (UAS) for commercial 
applications. The primary impediments to this growth 
are current restrictions on beyond visual line of sight 
(BVLOS) operations, flights over people, and flights in 
controlled airspace. Regulations vary from country to 
country. There is a global consensus among national 
civilian air authorities that a “risk-based” approach to 
regulation of UAS commercial operations is needed 
to bridge the regulatory gap between the current 
state—small UAS (sUAS) operating within visual line 
of sight (VLOS) of the pilot—and the future—a broad 
range of BVLOS operations where interactions with air 
traffic control, the capability to sense and avoid other 
aircraft, and the ability to routinely operate in high-
density urban areas will be commonplace. Our target 
audience includes policy and regulatory agencies, 
UAS manufacturers, developers of technologies and 
systems for NAS integration, prospective commercial 
operators, and insurers.

Specific topics considered include:

 ♦ Types of risk and how risk is a function of the details 
of a mission

 ♦ The concept of risk acceptance and threshold risk 
in developing regulations for UAS flights; setting 
industry-wide and individual mission threshold risk 
levels for the package delivery mission

 ♦ Modeling a UAS mission scenario, developing off-
normal event sequences where consequences are 
possible, and computing total risk over a set of risk 
scenarios for a mission

 ♦ How risk screening and risk assessment function 
within the Joint Authorities for Rulemaking on 
Unmanned Systems (JARUS)-proposed concept for 
risk-based regulation

 ♦ The role of risk and system models in developing a 
proposed BVLOS Test Bed by Unmanned Systems 
Canada (USC) to accelerate the development of 
regulations for commercial operations

Risk is defined as the expected value of the loss function. 
A common approximation is “risk equals probability times 
consequence.”

The type of risk (safety, security, or legal) depends upon the 
consequences of concern. These consequences are directly 
linked to the process of performing a UAS mission. 

A particular mission can be performed in a variety of ways 
that are referred to as mission scenarios. For each mission 
scenario, there are several off-normal sequences that 
can generate a loss. The total risk for a mission scenario is 
obtained by an aggregation across all of the off-normal 
sequences in which a consequence of concern is identified. 
These off-normal sequences are referred to as risk scenarios. 

When probabilistic risk analysis is employed, the likelihood 
of this consequence for a risk scenario is expressed as a 
probability. Total risk is dominated in many systems by one 
or a few risk scenarios. Therefore, it is important that a risk 
assessment identifies the main risk scenarios and that the 
risk metric is computed in a manner that is defensible and 
traceable. 

An explicit requirement for using a risk-based approach 
to the regulation of commercial UAS operations is the 
concept of risk acceptance. Risk acceptance is understood 
to require the establishment of a threshold level of risk. The 
threshold risk is based on reference to one or multiple com-
parable risks. A systematic approach to setting a value for 
the threshold risk includes setting qualitative safety goals, 
converting these goals to quantitative safety objectives, and 
then deriving one or more operational safety limits that will 
be collectively sufficient to achieve the safety objective. 

We demonstrate this methodology for a specific sUAS 
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application—small package delivery. Four safety goals 
and their associated safety objectives are recommended as 
shown in Table ES-1. The safety objectives are specified for 
the entire sUAS package delivery industry operating in the 
United States. They are expressed in units of expected 
deaths per year. The geometric mean for the four objec-
tives is 4 x 10-8 deaths per year for the US population or 
approximately 14 deaths per year. This can be converted to 
a per operation basis that depends upon the total number 
of deliveries by sUAS when the industry has matured. 

Assuming that sUAS would capture 5% to 10% of a 

20 million package per day operation, the per delivery 
risk would range from 2 to 4 x 10-8. The per operation risk 
threshold decreases if the number of total operations 
increases or the total number of acceptable deaths is 
reduced.

The task for a UAS operator is to demonstrate that the 
operational risk is below the regulatory threshold risk 
level. This demonstration may be satisfied by passing a 
relatively simple risk screen or in general by performing 
a risk assessment. The basic form of the scenario-based 
risk model used at Periculum Labs (PL)2 is developed from 

1 Part 121 aircraft and operations are (with some simplification) large aircraft that carry passengers and cargo on a regular schedule. For ad-
ditional details, refer to the following webpage:  
http://www.ecfr.gov/cgi-bin/text-idx?SID=7a4097bbbb69ffbc9732970142c47a1c&mc=true&node=pt14.3.121&rgn=div5. 
2 "Periculum" is Latin for risk.

Table ES-1. Summary of Safety Goals and Risk Objectives for Small UAS Package Delivery 
Operations

Safety Goal Safety Objective Basis
Individual members of the population should 
be afforded a level of protection from accidents 
during delivery operations so that there is no 
significant increase in the risk of accidental death

1.0 x 10-7 Rare natural event accidents such as 
lightning, floods, etc. with annual 
fatalities of O[20–50]

The societal risk from sUAS package delivery to 
individuals on the ground should be comparable 
to the risk from commercial and general aviation 
(GA) accidents to individuals on the ground

5.0 x 10-8 Historical data for fatalities on the 
ground resulting from Part 1211 and GA 
accidents with annual deaths of O[1–10]

The societal risk from sUAS package delivery 
should be comparable to the risk associated with 
package delivery by ground transport

1.0 x 10-8 Single estimate of fatalities from UPS 
delivery trucks and estimates of fraction 
attributable to end customer delivery 
with high uncertainty; annual deaths of 
O[1–10]

The risk-benefit from package delivery by sUAS 
should be comparable to that in a low-risk/high-
benefit transportation sector

5.0 x 10-8 Derived from estimated risk acceptance 
criteria taking into account economic 
value and range of deaths per accident; 
annual deaths of O[10]

Geometric mean of safety limits 4.0 x 10-8
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3 The subsections at the top of Figure ES-1 are for computing the probability of hitting a human on the ground given loss of lift based on population 
density, an exposure factor, and the UAS projected area. For more information on the probability of a UAS striking a human, refer to the following 
source: Federal Aviation Administration. “Unmanned Aircraft Systems (UAS) Registration Task Force (RTF) Aviation Rulemaking Committee (ARC) 
Final Report.” November 2015. 
4 The PoF systems model was built using the LETOOLS software suite. LETOOLS uses a logic gate model structure to represent large sets of alternatives.

An example of this is shown in Figure ES-1 where the 
initiating event is a loss of lift resulting from an engine’s 
mechanical failure on a multi-engine rotocopter-type 
UAS during the outbound cruise phase of flight.3

The PoF itself is a systems model where the components 
and subsystems are linked explicitly to the features of the 
flight process.4 It includes a description of the UAS itself, 
the concept of operations (CONOPS) and the boundary 
conditions needed to describe the National Airspace 
System (NAS) environment in which the mission is 
flown. A mission of interest, such as pipeline surveillance, 
could be performed in several different ways and in 

various NAS environments. Each of these alternatives 
is a mission scenario and its characteristics and metrics 
of interest are computed in the model. To determine 
whether a particular mission scenario would be below 
a regulatory risk threshold, a quantitative estimate 
of safety risk is required. To obtain this estimate, it is 
necessary to insert accident scenarios into the mission 
scenario model.  

Other failure modes are included in the model but are 
“grayed out”, indicating that they are not considered in 
the current analysis. If there is no failure, the mission 
scenario continues. 

Figure ES-1. Example of Scenario Model for Loss of Lift Event
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a phase of flight (PoF) representation of a UAS mission. 

On the failure path, there are several branch points 
indicated by OR gates in the model. For example, there is 
an option for a parachute system to mitigate the impact 
of a crash. This is an example of representing multiple 
system alternatives in the same logic gate model.5 

What is impacted in the crash (the ground, a human, 
or another object) is also a branch point. Here the 
alternatives are accident scenarios that differ accord-
ing to the object impacted. The risk for a scenario is 
expressed here as the probability of the scenario times 
the consequences. If only safety risk is of interest, then 
the other impacted objects generate zero risk. The total 
risk for the mission scenario is summed over all the 
possible off-normal scenarios.

Primary regulators are actively considering a classification 
system proposed by JARUS based on operational risk.6 

5 Possible use of a parachute for sUAS applications has been reported frequently. For example, refer to the following source: Mortimer, 
Gary. “Cambridgeshire school children tour Amazon delivery drone lab.” sUAS News, 17 October 2016, 
http://www.suasnews.com/2016/10/cambridgeshire-school-children-tour-amazon-delivery-drone-lab/.  
6 JARUS, http://jarus-rpas.org. 

An operation falls into one of three categories in 
increasing order of operational risk: 

 ♦ Open

 ♦ Specific 

 ♦ Certified 

Open Category operations will by definition pose 
little risk and receive pro forma approval. Most VLOS 
operations will fall in this category. A Specific Category 
operation requires a Safety Risk Assessment (SRA) to 
demonstrate that the risk is below an acceptable risk 
threshold, as noted previously. A Certified Category 
operation also requires an SRA. However, in this case 
important characteristics of the operation are such that 
the risk is evaluated to be comparable to that associated 
with a manned aircraft operation. We expect that both the 
Specific and Certified types of SRAs will use probabilistic 

Figure ES-2. Implementation Concept for Operations-Centric, Risk-based Classification for UAS 
Missions



 Scenario-based Risk Assessment for BVLOS with UAS | 5

risk analysis to provide the necessary quantification, 
allow for sensitivity and importance analysis, and provide 
the “paper trail” required for regulatory approval.

How would a risk-based, operations-centric regulatory 
process be implemented? Our view is that such a process 
would need to be mission scenario-based as shown in 
Figure ES-2. On the left side of the figure are the primary 
inputs: UAS Missions, Business Cases, CONOPS, Policies, 
Functional Requirements, and Technologies. On the 
right side are the three categories into which a particular 
operation could be assigned. The classification process 
as depicted here consists of an initial screening step to 
determine whether a well-defined operation can be 
assigned to the Open Category. For operations that do 
not pass the risk screen, an SRA would be performed 
using the PoF model. 

There is clearly a strong coupling between the needed 
SRAs and the set of regulations developed using a risk-

7 Aruja, Mark and Jeffries, William. “BVLOS Integration Testbed.” Unmanned Systems Canada Annual Meeting, 1 November 2016, Edmonton, 
Alberta, Canada.

based approach. A significant step forward in defining 
this coupling and in providing a structure for the regulator 
to interact with the UAS industry is Unmanned Systems 
Canada’s LOOKNorth BVLOS Test Bed project.7 

The focus on BVLOS is particularly important for a nation 
like Canada with a large landmass, low population density, 
and therefore many remote sensing applications where 
the use of UAS might provide significant advantages over 
existing practice. The Test Bed will provide the critical data 
from simulation, systems testing, and prototype flights to 
help Transport Canada (TC) develop policies and regula-
tions to allow a wide range of BVLOS missions. It will also 
assist operators in building robust business cases. 

Figure ES-3 shows the relationship between system and 
risk models and the primary components of the Test 
Bed. The right side of the figure shows the expected 
outcomes for the project. 

Figure ES-3: Data Validation Environment Model
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1 Introduction

Global demand for commercial unmanned aerial 
systems operations has grown rapidly in the last several 
years. This demand is driven by the capability of UAS 
to replace manned aircraft as well as other technolo-
gies in performing a wide range of “dull, dirty, and 
dangerous” missions. The business case for a UAS is 
strong when the aircraft can be right-sized for the task 
and when costs for a manned aircraft are a significant 
portion of the total operating costs. However, the 
actual number of commercial operations is painfully 
small relative to the demand, and many missions with 
the greatest potential economic benefit are barely in 
the testing stage. Why is this? The range of available 
airframes, the UAS operators (from small start-ups to 
large global corporations), and potential customers 
already exist. In fact, this confluence of interests in 
addition to many government entities from the local 
to federal levels are driving the current demand. The 
primary impediment to UAS commercial operations 
is an absence of policies and regulations that would 
enable the transition from small-scale demonstration 
activities to a robust and growing commercial drone 
environment.

There are several reasons for the lack of policies. UAS 
commercial operations will occur in the NAS. The NAS 
in most countries is highly regulated for many reasons 
including safety, security, and economic utility. The 

enormous economic benefits of the global aviation 
industry means that regulators must consider the interest 
of a large number of public and private stakeholders.8 

The majority of these stakeholders are primarily concerned 
with any adverse effects of the introduction of UAS. It is 
understandable then that regulators have taken a very 
deliberate approach to promulgating regulations for 
UAS, focusing first on small UAS with a maximum takeoff 
weight (MTOW) of 25 kilograms (55 pounds). The thrust 
of this approach (at least in the United States and the 
European Union) has been to restrict missions that could 
be considered commercial to test and demonstration 
activities. The key elements in place are special Certificates 
of Waiver or Authorization (COAs), segregated airspaces, 
VLOS aircraft-observer separation, and restrictions on 
flying over people. 

This go-slow approach can only be considered tempo-
rary. Many commercial operations cannot grow beyond 
the prototype stage. It would become impractical under 
the current regulatory environment as the number 
of operations reached an industrial scale. In addition, 
the current environment does not directly address time 
frame issues. UAS of all sizes need to operate in the 
evolving NAS environment, commonly referred to as 
NextGen in the US (and Single European Sky in the EU), 

8 It is estimated that aviation contributes approximately $700 billion to the world economy directly and nearly $1.5 trillion including indirect 
activities. Global tourism, a nearly $1 trillion industry, depends greatly on aviation. The aviation industry employs nearly 10 million people. For 
more information, refer to http://aviationbenefits.org/economic-growth/value-to-the-economy.
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where advanced air traffic controller (ATC) systems 
will rely on increasing levels of aircraft-to-aircraft 
coordination, precision navigation, and high-density 
operations.9 In other words, there is a significant gap 
between the current state of UAS operations and where 
the UAS industry wants to be.

One proposal that has been suggested by several 
participants in the aviation industry is to “use a 
risk-based approach” for integrating UAS into the 
NAS. Using risk to make judgments about UAS is 
a perspective that the authors of this white paper 
began advocating in 2009 (as part of a project for 
NASA) to facilitate timely and efficient issuance of 
COAs for limited operations in the US by the Federal 
Aviation Administration (FAA). Of course in 2017, a 
risk-based approach is the mainstream position of 
the UAS industry.

There still exists, however, a “regulatory gap” between 
those operations that most regulators are prepared 
to authorize now—VLOS,10 restrictions on flight over 
people, exclusions from complex airspaces, one-time or 
single user approval, etc.—and those that will be nec-
essary for realizing the growth expectations of the com-
mercial UAS industry—BVLOS flights, routine access to 
controlled airspace, operations over high population 
density areas, single pilot operating multiple UAS, etc.  

Primary regulators such as the European Aviation 
Safety Agency (EASA)11, the Australian Civil Aviation 
Safety Authority (CASA)12, and to a lesser extent the FAA 
and TC, are actively considering a classification system 
based on operational risk.13 

However, the practical aspects of applying a risk-based 
approach have yet to be fully understood. It is therefore 
unsurprising that very little progress has been made 

“There is a significant gap  
between the current state of 
UAS operations and where the 
UAS industry wants to be”

9 Joint Planning and Development Office. “Targeted NextGen Capabilities for 2025.” Appendix A, pp. 23–25, December 2011. 
10 For an example of VLOS, see the latest version of FAA Federal Aviation Regulations, Part 107. 
11 EASA. “Roadmap for drone operations in the European Union (EU)—The roll-out of the EU operation centric approach.” Unofficial paper, 2016. 
12 Australian CASA. “DP 1529US—UAS Airworthiness Framework.” June 2016. 
13 JARUS, http://jarus-rpas.org. 
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in defining goals, objectives, analysis methods, and 
possible analytical results that would drive commercial 
operations on a global scale.

The Periculum Labs perspective on this problem is 
based on more than 50 years of experience in risk 
assessment, including methods development at Los 
Alamos National Laboratory and their application to 
a wide range of high tech systems including nuclear 
weapons, critical infrastructure protection, and the US 
air transportation system (ATS). The methods set is 
referred to as Logic Evolved Decision (LED) analysis. The 
application of LED to BVLOS risk assessment is examined 
later in this white paper.

ATS analyses performed for both NASA and private 
parties have included risk-benefit studies for air traffic 
control and airport operations; the impact of advanced 
R&D technologies for manned aircraft; and analyses 
of major issues arising from the integration of UAS 
into the NAS. Three analyses of interest are the UAS 
Technology Roadmap,14 the development of a set 
of high utility policy options for the Joint Planning 
and Development Office (JPDO) at the FAA, and the 
assessment of functional requirements risk for the 
Strategy, Architecture, and Analysis Office at NASA 
headquarters. All three analyses were performed under 
the auspices of NASA’s Unmanned Aircraft Systems 
Integration in the National Airspace System (UAS in the 
NAS) project. The latter two analyses were conducted 
as part of the multi-year UAS Portfolio Analysis Tool 
(UPAT) project. 15, 16 

PL brings scenario-based risk management tools 
and practices to the Unmanned Systems Canada’s 
LOOKNorth BVLOS Test Bed project.17 

The Test Bed project will provide the critical data from 
simulation, systems testing, and prototype flights to 
help Transport Canada develop policies and regulations 
to support a wide range of BVLOS missions. It will also 
guide operators in building robust business cases. In 
this white paper, we explain how risk assessment plays 
a key role in developing the Test Bed and in ensuring 
that the resulting validated, actionable data is available 
for stakeholders.

We also explain in this white paper how a scenario-
based risk assessment approach to UAS integration 
into the NAS for BVLOS operations could be implemented 
using state-of-the-art risk analysis methods and tools. Our 
target audience includes policy and regulatory agencies, 
UAS manufacturers, developers of technologies and 
systems for NAS integration, prospective commercial 
operators, and insurers. The audience is large because 
the risks of interest are different for various stakeholders, 
as are the ways in which possible risk assessment results 
would be used. 

14 Foggia, John; Verstynen, Harry; and Hoffler, Keith.  “An R&D Roadmap of UAS Access to the Next Generation Air Transportation System (Next-
Gen).” NASA Task NNL10AM00T, February 2011, Hampton, VA. 
15 Foggia, John; Eisenhawer, Stephen; and Bott, Terry. “Portfolio Analysis for NAS Integration into the National Airspace System, Annual Report 
2012.” NASA UAS in the NAS Project, NASA Contract No: NND11AQ71C. Logic Evolved Technologies, Inc. Santa Fe, NM, September 2012. 
16 Foggia, John; Eisenhawer, Stephen; and Bott, Terry. “Portfolio Analysis for NAS Integration into the National Airspace System, Annual Report 
2013.” NASA UAS in the NAS Project, NASA Contract No: NND11AQ71C, Logic Evolved Technologies, Inc. Santa Fe, NM, September 2013. 
17 Aruja, Mark and Jeffries, William. “BVLOS Integration Testbed.” Unmanned Systems Canada Annual Meeting, 1 November 2016, Edmonton, 
Alberta, Canada. 
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1.1 Structural Overview of the Paper
A brief overview of this paper is as follows.

Section 3 proposes a procedure for setting risk thresholds. An example of applying the 
procedure for a particular industry—package delivery with sUAS—is given, and how to derive 
a per mission risk limit is covered. Given a per mission risk limit, the next step is to assess the 
risk associated with a particular mission scenario. 

Section 4 introduces the software tools and the UAS PoF model used to build mission 
scenarios. A mission scenario is the starting point for introducing the initiating events and 
subsequent accident sequences that generate safety risk. A simplified example of the how to 
generate and evaluate risk for a mission scenario is given.

Section 2 introduces the elements of risk analysis needed for this white paper. The concepts 
of risk acceptance and comparable risk are examined. 

Section 5 examines the use of risk analysis in implementing the JARUS proposal for a 
three-category classification of UAS missions. The use of risk screening and risk assessment 
tools in the JARUS concept is detailed. 

Section 6 demonstrates how risk-based tools will play a key role in the development of 
a national BVLOS capability. These tools can contribute to the planned USC/LOOKNorth 
BVLOS Integration Test Bed project. 
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2 Elements of Risk Analysis

Risk is defined as the expected value of the loss func-
tion.18 For the purposes of this white paper, expectation 
is in the sense of likelihood, the “likely” outcome of one or 
a series of events. The loss function is the mechanism for 
aggregating consequences—the losses. These losses arise 
from possible sequences of events commonly referred to 
as risk scenarios, where the final element in each sequence 
is the loss itself. It is important to define the frame of refer-
ence for which the scenarios are to be evaluated. The frame 
of reference could be for example, investment (financial 
risk), accidental loss of life (safety risk), loss of life from 
malevolent action (security risk), or loss of privacy (legal 
risk). Obviously, not only the consequences but also the 
loss-generating scenarios will be completely different for 
these four types of risk. 

Total risk  is estimated from a comprehensive set of J sce-
narios for the frame of reference. A standard approach for 
computing  is to represent expectation using probability

where Rj is the risk for scenario j. 

When probability is used to express expectation, then the 
methodology is called probabilistic risk analysis (PRA). 

When only point values for the variables exist (see the 
Uncertainty in Risk Estimates sidebar), then scenario risk 
is the product of pj for the scenario and Cj. The scenario 
probability pj is the product of the probability of an 
initiating event (i) for the scenario and a set of k enabling 
events.

If two scenarios have the same consequences, then the 
scenario with the larger value of pj will have the higher 
risk. In identifying a comprehensive set of J scenarios, 
it is extremely important to identify those where the 
consequence is high. High consequence/low probability 
scenarios are often major contributors to .

It is common to see the assertion that “risk is probability 
times consequence”. The (usually unintended) effect of 
this definition is to conclude that only PRA techniques 
can be used for risk assessment.

This is unfortunate because a more qualitative method 
can be used as a screening tool for some problems to 
decide whether it is actually necessary to perform a 
comprehensive analysis using PRA. Screening tools are 
also appropriate when the data needed to estimate 
probabilities are unavailable.19  

18 Martz, Harry and Waller, Ray. Bayesian Reliability Analysis. John Wiley & Sons, New York, 1982. This is a mathematically concise definition that is equally 
applicable to probabilistic and qualitative (linguistic variable) risk analysis. It is also consistent with expected utility theory. 
19 For more details on the use of qualitative methods in making safety decisions, refer to the following source: Eisenhawer, Stephen; Bott, Terry; 
and Smith, Ronald. “An Approximate Reasoning-Based Method for Screening High-Level-Waste Tanks for Flammable Gas.” Nuclear Technology, 
vol. 130, June 2000, pp. 351–361.
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Uncertainty in Risk  
Estimates
Risk is probability times consequence is actually an 
approximation. If the probability of occurrence, 
p, and the consequence, C, are uncertain, then 
the values for both variables in the approxi-
mation are usually understood to be the 
means. When precisely defined in probabilistic 
terms, the risk R is a convolution of the 
probability density function (PDF) for the 
probability of occurrence, P(p), and the PDF 
of the consequence, P(C). The difference 
between the exact risk and that obtained 
from the approximation using point values 
could be significantly different when the 
PDFs are multi-modal or exhibit unusual 
properties such as a large value of skewness.

It is impractical to compute the convolution 
integral directly for large analyses. Instead, 
Monte Carlo simulation is used to compute 
the mean risk and to characterize the 
underlying variability. Understanding the 
variance in the risk and its sensitivity to 
both physical randomness and the state of 
knowledge uncertainty are important in the 
analysis of new and poorly characterized 
systems such as integration of UAS in the 
NAS.

Which scenarios generate risk? The source for safety 
risk is associated with upset events that are related to 
a process. In the case of UAS, the primary process is 
the flight itself, consisting of a series of sub-processes 
from flight planning through launch to performance 
of the planned aerial work to arrival and landing. A 
specification of how this process is carried out depends 
upon the business case for the mission; the UAS and 
CONOPS to be employed; the NAS environment 
(airspace classification, manned aircraft operations, 
weather, etc.); as well as policies, functional require-
ments, and available technologies that depend upon 
the time frame (current, near-term NextGen, etc.) 
under consideration. 

We refer to a combination of these alternatives, one 
from each category as a mission scenario. Each scenario 
is a unique instantiation of a mission taking into account 
all of the initial and boundary conditions.

Because a process occurs within a system, the complete 
set of mission scenarios also includes the set of possible 
system designs as well. The number of scenarios can be 
very large when many different types of alternative sets 
are considered together. The total number of scenarios 
is the product of the number of alternatives for the 
individual factors. This is referred to as the combinato-
rial explosion. For example, if there are 10 elements in a 
scenario and there are four options for each element, 
then the total number of scenarios to be examined  
is 410 = 1.048 x 106. Figure 1 provides an example of how 
a set of scenarios was generated for the development of 
NASA’s Airborne Precision Spacing technology for use 
in NextGen to increase runway throughput by decreas-
ing aircraft spacing on approach. 
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Risk scenarios are variations of a mission scenario. In 
general there are many risk scenarios associated with 
a single mission scenario. Each risk scenario is in turn 
a single, unique instantiation of the underlying PoF 
process for a mission scenario. This process includes 
external, initiating, and enabling events that combine 
to conclude with a loss. Not all abnormal sequences of 
events end in a loss, and the operation of risk reduc-
tion technologies and procedures to either reduce the 

20 Bott, Terry and Eisenhawer, Stephen. “Comparison of Risk Analysis Methods for Beyond Visual Line of Sight Operations with Unmanned 
Aerial Systems.” Periculum Labs white paper, November 2016.

Figure 1. Generation of Mission Scenarios for an R&D Technology 

likelihood of the loss or to mitigate the consequences 
are typically included in the risk model. This white 
paper uses scenario-based methods to model mis-
sions and to assess risk. Additional examination of risk 
concepts and a comparison of LED to other methods 
proposed for UAS risk assessment are provided in a 
companion white paper.20
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3 Risk Acceptance and Comparable 
Risk

Almost all human activity poses some level of risk. For 
a new commercial activity that is expected to become 
commonplace and that is subject to regulatory approval, 
some formal risk assessment is necessary. Part of the 
approval process is an acceptance of future risk. This risk 
acceptance is often in one of two forms: by reference 
to a set of risk acceptance criteria or by comparison to 
existing accepted risks that are commensurate with 
the activity under review. We consider here how to set a 
threshold of acceptable risk for BVLOS operations.

Risks are classified as being individual or societal. The 
acceptance of individual risk depends upon the person’s 
degree of volition. Purely voluntary activities such as 
mountain climbing are not normally the subject of 
acceptance criteria. As an individual’s perceived control 
over a risk decreases, the perception of the risk grows.21  
Societal risks are those where the exposure to the risk 
is not accepted on an individual basis, but either by 
consensus or more frequently by governmental approval. 
Such risks might be incurred either as the result of very 
low frequency accidents associated with industrial 
processes such as chemical plants (Bhopal in 1984) 
and nuclear reactors (Chernobyl in 1986) or incidents 
associated with the aggregate effects of large-scale 
commercial operations such as pollution from electrical 

power production or the health effects of animal antibiotics. 

Decisions on whether to accept a given societal risk 
usually incorporate some risk-benefit judgment directly, 
either by risk ranking or by a comparison of risks. The 
establishment of risk acceptance criteria has been an 
attempt to formalize this process and to ensure that 
consistent decisions on societal risk are made.

3.1 Developing Safety 
Goals and Risk Limits for 
Nuclear Power—A Case 
Study
The development of modern risk analysis methods for 
regulatory applications is associated with the introduc-
tion of large nuclear reactors for electrical generation in 
the 1970s. It was understood that a 1200 MW nuclear 
power plant represented a significant hazard and there-
fore a non-negligible risk. The first attempt to quantify 
this risk is commonly referred to as the Rasmussen Report 
or WASH-1400.22  The Rasmussen Report represented 
the first large-scale application of PRA to understand 
the societal implications of the introduction of a new 
technology on a broad basis.

21 Slovic, Paul. “Perception of Risk.” Science, vol. 236, April 1987, pp. 280-285. Alternatively the lack of control can be viewed as an increase in an 
individual’s risk aversion.
22 Nuclear Regulatory Commission. "Reactor Safety Study: An Assessment of Accident Risks in U.S. Commercial Nuclear Power Plants." WASH-
1400 (NUREG 75-014), October 1975, http://www.osti.gov/scitech/servlets/purl/7134133.
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In 1986 the U.S. Nuclear Regulatory Commission 
(USNRC) issued “Safety Goals for the Operations of 
Nuclear Power Plants”. In this policy statement, the NRC 
promulgated two overarching safety goals23:

 ♦ NRC safety goal 1—Individual members of the 
public should be provided a level of protection from 
the consequences of nuclear power plant operation 
so that individuals bear no significant additional risk 
to life and health.

 ♦ NRC safety goal 2—Societal risks to life and health 
from nuclear power plant operation should be 
comparable to or less than the risks of generat-
ing electricity by viable competing technologies 
and should not be a significant addition to other 
societal risks.

These goals were codified in 10 CFR Part 50.24  

USNRC regulations (NUREGs) have the same statutory 
authority for nuclear activities in the US as the Federal 
Aviation Regulations (FARs) for aviation in the Parts 
of 14 CFR. The safety goals are qualitative in form. The 
goals are understood to have been met if two quantitative 
health effect objectives have been satisfied:

 ♦ Quantitative safety objective 1—The risk to an 
average individual in the vicinity of a nuclear power 
plant of prompt fatalities that might result from 
reactor accidents should not exceed one-tenth of one 
percent (0.1 percent) of the sum of prompt fatality risks 
resulting from other accidents to which members of 
the US population are generally exposed.

 ♦ Quantitative safety objective 2—The risk to the 
population in the area near a nuclear power plant 
of fatalities that might result from nuclear power 
plant operation should not exceed one-tenth of one 

23 USNRC. “Safety Goals for the Operations of Nuclear Power Plants.” 21 August 1986,  
http://www.nrc.gov/reading-rm/doc-collections/commission/policy/51fr30028.pdf.
24 US Government Publishing Office. Electronic Code of Federal Regulations, http://www.ecfr.gov.
25 Insurance Information Institute. Mortality Risk. http://www.iii.org/fact-statistic/mortality-risk.
26 An extensive risk analysis of reactor accidents was performed for the NRC by a group of over 100 scientists and engineers. NUREG-1500 
provided more detailed safety system specifications for large reactor core disruptive accidents.

"The development of modern risk 
analysis methods for regulatory 
applications is associated with 
the introduction of large nuclear 
reactors for electrical generation 
in the 1970s"

percent (0.1 percent) of the sum of cancer fatality 
risks resulting from all other causes.

Cancer fatalities are used in objective 2 because the 
primary hazard associated with a power reactor 
accident is the release of ionizing radiation of various 
types, intensities, and ability to damage human tissue. 
The overall fatality risk from accidents in the US is 

 per year25. 

Objective 1 for reactor accidents is per 
operating year. 

Power reactors have load factors in the range of 0.7 – 
0.9. This means per calendar year, risk is slightly less. 
Similarly, the risk of death from all forms of cancer is  

 per year.

Therefore per objective 2, per operating 
year. 

For approval of reactor operation, both of these objec-
tives are converted to quantitative operating limits:

 ♦ Operational limit 1—To satisfy objective 1, the 
equivalent frequency for a large release of radioac-
tive material from a reactor accident should be less 
than 1 x 10-6 per year of reactor operation.26 
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 ♦ Operational limit 2—To satisfy objective 2, an off-
site dose limit of 0.1 rem27 per year to the public was 
established.

The first limit establishes performance and reliability 
standards for reactor safety systems. Limit 2 generates 
reliability and performance specifications for plant 
scrubbers, etc.

3.2 Using Comparative 
Risk
To review briefly, the translation of qualitative safety 
goals into objective safety limits involves the introduction 
of a comparison of two risks, a reference risk and the risk 
limit for the process of interest that forms the quantitative 
safety objective. For example, the USNRC safety goals led 
directly to comparison of reactor accidents and environ-
mental discharges to the overall risk of death by accident 
and the risk of death by cancer. Before proposing safety 
goals for BVLOS operations, it is useful to briefly consider 
the subject of risk comparison itself.

Comparison of risks requires some care. For example, it is 
obvious that comparing the risks associated with terrorism 
to the risks of death in professional sports would be use-
less in any risk-based decision. This is because the risks 
are in no sense commensurate. In a well-known paper28, 
Adam M. Finkel examines this problem and proposes an 
approach to mitigate some of the inherent difficulties in 
making comparisons29: 

1. Risks ideally should be compared along all of the 
relevant dimensions that differentiate them.

27 Roentgen equivalent man (rem) is a measure of the dose to a human that takes into account the type of ionizing radiation and the energy to estimate 
medical effects. 
28 Finkel, Adam. “Comparing Risks Thoughtfully.” Risk: Health, Safety & Environment, vol. 7, Fall 1996, pp. 325.
29 Finkel is primarily concerned with comparisons for environmental risk assessment. However, his basic approach is applicable here. One of his 
examples of a poor comparison is “…the risk of being killed by a crashing airplane (while you are on the ground) and the risk of getting cancer 
from pesticide residues on your food”.
30 An individual could in some cases, of course, choose to move away from the source of the risk. 

2. If some of these dimensions (in the limit all but one 
of them) are to be ignored for the sake of simplicity, 
time, or other constraints, the remaining dimensions 
should be the most important ones.

3. The importance of the dimension is in turn a function 
of two factors: The absolute choice by which the … 
risks differ with respect to this dimension … and the 
relative influence on the decision [to be made]….

Three classes of dimensions are suggested: 

 ♦ Magnitude

 ♦ Dread 

 ♦ Social context

For the purposes of this white paper, the magnitude 
dimension is simply an unweighted population-based 
probability of death per year. In other words, there is no 
consideration of treating deaths differently to account 
for age as in “person-years of life lost”. Dread takes into 
account the degree of fear that the hazard induces and 
the degree of irreversibility. If the expected outcome is a 
prompt death, then one can consider the loss essentially 
irreversible. The degree of individual controllability is 
also part of the dread factor. Is the risk being assumed 
voluntarily and can an individual take measures to 
reduce it? In the case of societal risk, an individual’s 
ability to affect the risk itself is negligible; individuals 
in the population are exposed to the hazard more or 
less randomly and without any particular influence on 
whether the risk is to be accepted.30 Social context takes 
into account the degree to which the responsibility 
for the risk can be assigned as well as the benefits of 
the risky activity and the costs to reduce the risk. A set 
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of safety goals should be formulated so that each 
corresponding objective limit is based on a risk 
comparison that is consistent with the approach 
outlined here.

3.3 Safety Goals and 
Objectives for BVLOS 
Operations with sUAS
In developing possible safety risk acceptance limits for 
UAS BVLOS operations, we follow the proven approach 
used by the USNRC. This begins with safety goals and 
objectives.31  

A set of safety goals for consideration is:

 ♦ Safety goal 1—Individual members of the population 
should be afforded a level of protection from accidents 
during BVLOS operations so that there is no significant 
increase in the risk of accidental death.

 ♦ Safety goal 2—The societal risk from sUAS BVLOS 
operations should be comparable to the risk to 
individuals on the ground from commercial and GA 
accidents.

 ♦ Safety goal 3—The societal risk from sUAS BVLOS 
operations should be comparable to the risk associ-
ated with the current method of performing the 
same set of missions.

 ♦ Safety goal 4—The risk-benefit from sUAS BVLOS 
operations for a particular set of missions should be 
comparable to that in a similar low risk/high benefit 
sector.

Safety goal 1 is understood as necessary for large-scale 
commercial operations. Safety goals 2 and 3 address 

31 For the purposes of this examination, it is assumed that the hazard associated with BVLOS flights across the full range of potential missions 
is similar. In practice this assumption might not hold and it will be necessary to consider groups of missions or perhaps certain specific missions 
separately.
32 Finkel, op. cit. 

specific characteristics of the risk inherent in performing 
a typical mission. Note that in the second goal, reference 
is made only to individuals on the ground, meaning this 
white paper does not consider directly safety risk scenarios 
associated with UAS-manned aircraft collisions. Safety 
goal 4 explicitly states that the benefit of using UAS for 
BVLOS must be sufficient to justify the aggregate risk 
generated by the industry. We consider now how to 
convert these safety goals to safety objectives.

Estimates for the total probability of death by accident 
per year in the US vary depending upon what sets of 
deaths are included in the total and are in the range 
1x10-4 < pat < 5x10-4. As per the USNRC, this suggests an 
objective for BVLOS in the range of 1x10-7 < p#1 < 1x10-6. 
However, this high-level comparison is not consistent 
with the guidelines suggested by Finkel.32 Many of 
the accidents included in the total involve a significant 
degree of volition on an individual’s part and the fraction 
of accidents resulting in death is small, so the perception 
of irreversibility is not strong. 

In general, any accident type with a large number of 
victims is not a suitable archetype for thinking about 
UAS, and a comparison across the magnitude dimension 
would be difficult. For example, pedestrian deaths in the 
US total around 5,000 per annum and p ≈ 1.4 x 10-5. This 
number of deaths is not considered to be an acceptable 
societal risk and falls into a risk region denoted as low 
as is reasonably achievable (ALARA). ALARA-type risks 
require ongoing efforts in prevention procedures and 
technologies to reduce the probability of the accident 
or in mitigation measures to reduce the consequences. 
Technologies such as backup cameras and radars as 
well as improved bumper/hood designs are examples 
of ongoing efforts to reduce pedestrian deaths.

An example of a risk where the magnitude is expected 
to be similar to BVLOS operations is lightning. For 
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lightning, the annual number of deaths in the US is 
approximately 25 and pL = 7 x 10-8. In terms of the 
dimensions associated with dread, it appears that 
lightning is the quintessential “bolt out of the blue”. 
However, the strong element of randomness and lack 
of control in situations where taking shelter is difficult 
(e.g., in mountains, on water) are useful dimensions.33 
These considerations suggest an objective limit of p#1 ≈ 
1x10-7.

Safety goal 2 generates a direct comparison with the 
on-ground risk from manned aircraft crashes. There is 
a large amount of historical data for these events, so 
statistics are available and well understood. On-board 
fatality risk for manned aircraft in the US is approximately 
3.7 x 10-6 and 2.3 x 10-5 per flight hour for Part 121 and GA 

33 Lightning fatality rates vary widely and are much higher in certain states, for example, Florida and New Mexico. For an example of how 
following recommended safety procedures reduces the risk significantly, refer to the following source: Eisenhawer, Stephen and Bott, Terry. 
“Analysis of Lightning-related Risk in Outdoor High Explosive Research.” Submitted to the 17th International Lightning Detection Conference, 
2003, Tucson, AZ.
34 National Transportation Safety Board. “2014 Preliminary Aviation Statistics.” Table 5. Accidents, Fatalities, and Rates, 1995 through 2014, for 
US Air Carriers Operating Under 14 CFR 121, Scheduled and Nonscheduled Service (Airlines); Table 10. Accidents, Fatalities, and Rates, 1995 
through 2014, US General Aviation; NTSB, http://www.ntsb.gov/investigations/data/pages/aviation_stats.aspx,  
https://www.ntsb.gov/investigations/data/Pages/Data_Stats.aspx.
35 GA data for 2006 have been filtered to eliminate an anomalous accident in calculating the probabilities here.

respectively, based on National Transportation Safety 
Board (NTSB) data for 1995 through 2014.34 The corre-
sponding annual rates are 66 per year for Part 121 and 
540 per year for GA. Rates for the last five years only 
are significantly lower for commercial operations and 
somewhat lower for GA. On-board fatalities of course 
are not directly relevant to sUAS activities. A more 
useful statistic is on-ground deaths resulting from 
manned aircraft accidents. Figure 2 shows the number 
of on ground fatalities for Part 121 operations. The 
corresponding statistics for GA are shown in Figure 3.35 
The annual on-ground fatality rates are 2.6 and 6.4 per 
year for Part 121 and GA respectively. These can also be 
expressed in fatalities per flight hour and per operation 
as summarized in Table 1.

Figure 2. On-ground Annual Fatalities for Part 121 Operations in the US
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The country-average annual probability of death is approximately p ≈ 2 x 10-8 for GA and p ≈ 7 x 10-9 for Part 121 with 
an aggregate probability of death per year of p = 3 x 10-8. This latter value corresponds to odds of death as 1 in 33 
million per year. The on-ground risk associated with commercial flights is generally considered to be negligible.36 
In this case, dimensions along all three of the comparison types (magnitude, dread, and social context) are judged 
as reasonable. The suggested safety objective is p#2 = 5 x 10-8.

36 D.N.D. Hartford. “Legal Framework Considerations in the Development of Risk Acceptance Criteria.” Structural Safety, vol. 31, March 2009, pp. 
118–123. 

Figure 3. On-ground Annual Fatalities for General Aviation Operations in the US

Table 1. General Aviation and Part 121 Scheduled Service Fatality Statistics for Deaths 
Not Aboard the Aircraft / On the Ground

  *General Aviation assumes three hours per flight.

Fatalities on the Ground—Not Aboard General Aviation Part 121 Scheduled and Non-
Scheduled

Deaths not on board per flight hour 2.71 x 10-7 1.51 x 10-7

Deaths not on board per year 6.45 2.65

Deaths not on board per operation 8.14 x 10-7 2.60 x 10-7

Total operations

Operations over 20 years 158,541,000* 203,596,435

Operations per year 7,927,050* 10,179,822
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Safety goals 3 and 4 are different from the first two 
just considered because the comparable risk depends 
upon the industry in which the sUAS is being used. 
To illustrate the application of safety objectives and to 
provide quantitative values for safety objectives 3 and 
4, we consider an application of sUAS that has already 
generated a great deal of interest from both investors 
and large corporations—package delivery. 

In contrast to aviation, specific data sets for fatality risk 
for ground-based package delivery to the end customer 
are almost completely absent. A non-peer reviewed 
study of UPS37 cites a two-year total of approximately 
1,500 accidents involving UPS semi and delivery trucks, 
with about 40 of those incidents involving one or more 
fatalities. Obviously the distributions across truck 
types, delivery locations, and victim type (truck driver, 
occupant of other vehicle, pedestrian, etc.) are highly 
uncertain. The study does however suggest an order 
of magnitude range for end user deliveries of one to 
ten deaths per year for the industry as a whole. The 
corresponding probability is in the range 3 x 10-9 < p 
< 3 x 10-8. This leads to a value of p#3 ≈ 1 x 10-8 for safety 
objective 3.

The use of risk-benefit analysis in developing risk 
acceptance criteria for the transportation industry, 
in particular for maritime applications, has been 
proposed by Rolf Skjong and Monika Eknes.38 Their 
approach considers the economic value associated 
with the commercial activity and uses it to calibrate 
the risk acceptance curve. A detailed examination 
of the application of the Skjong model is beyond the 
scope of this white paper. To apply it to sUAS pack-
age delivery, the maximum number of deaths on the 
ground Nmax and the economic value of sUAS package 

37 Arnold & Itkin LLP. “UPS Truck Accident Causes & Statistics.” 18 July 2016.  
http://www.truckaccidentfirm.com/Truck-Accident-Blog/2015/July/UPS-Truck-Accident-Causes-Statistics.aspx.
38 Skjong, Rolf and Eknes, Monika. “Economic Activity and Societal Risk Acceptance.” Risk, Decision and Policy, vol. 7, April 2002, pp. 57–67.
39This value takes into account knock-on accident scenarios.
40 Schmidt, Ally. “A Look at the Courier Service Industry in the United States.” Market Realist, 17 July 2015,  
http://marketrealist.com/2015/07/look-courier-service-industry-united-states/.

delivery are needed. For this analysis we set Nmax = 5.39 
The expected economic value of sUAS package delivery 
at full commercialization is unknown at this time. 
Instead we can substitute the courier delivery business 
with an estimated value of $100 billion.40 In addition, 
we assume that 10% of this would be captured by sUAS 
services. The annual number of deaths consistent 
with the risk-benefit model is approximately 10 and 
therefore p ≈ 3 x 10-8. The proposed value for the fourth 
safety limit is taken as p#4 ≈ 5 x 10-8. 

These developed safety objectives are listed in Table 
2. They range from 1 x 10-8 to 1x10-7 with a geometric 
mean of 4 x 10-8. This corresponds to a value for expected 
fatalities of approximately 14 per year in the US. 

"The use of risk-benefit analysis in 
developing risk acceptance criteria 

for the transportation industry 
considers the economic value 

associated with commercial 
activity and uses it to calibrate the 

risk acceptance curve"
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Table 2. Summary of Safety Goals and Risk Objectives for Small UAS Package Delivery 
Operations

Safety Goal Safety Objective Basis
Individual members of the population should 
be afforded a level of protection from accidents 
during delivery operations so that there is no 
significant increase in the risk of accidental death

1.0 x 10-7 Rare natural event accidents such as 
lightning, floods, etc., with annual 
fatalities of O[20 -50]

The societal risk from sUAS package delivery to 
individuals on the ground should be comparable 
to the risk from commercial and GA accidents to 
individuals on the ground

5.0 x 10-8 Historical data for fatalities on the 
ground resulting from Part 121 and GA 
accidents with annual deaths of O[1-10]

The societal risk from sUAS package delivery 
should be comparable to the risk associated with 
package delivery by ground transport

1.0 x 10-8 Single estimate of fatalities from UPS 
delivery trucks and estimates of fraction 
attributable to end customer delivery 
with high uncertainty; annual deaths of 
O[1 – 10]

The risk-benefit from package delivery by sUAS 
should be comparable to that in a low risk–high 
benefit transportation sector

5.0 x 10-8 Derived from estimated risk acceptance 
criteria taking into account economic 
value and range of deaths per accident; 
annual deaths of O[10]

Geometric mean of safety limits 4.0 x 10-8
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In choosing to use both comparable risk and risk 
acceptance in this analysis, we have assumed that 
societal risk is to be computed on an industry-wide basis. 
To be useful for regulatory purposes, the safety objective 
risk limits must be converted to a per operation basis. For 
illustrative purposes, we again consider package delivery. 
Various estimates for the number of packages deliveries 
by sUAS as the industry reaches maturity exist. Based on 
available UPS data41 and estimates for FedEx42, there are 
approximately 20 million packages delivered per day in 
the US. We assume for estimation purposes that on the 
order of 5%–10% of total packages delivered by truck 
would be replaced with a mature sUAS delivery industry. 

41 Statistic Brain Research Institute. “UPS Statistics.” September 2016, http://www.statisticbrain.com/ups-statistics.
42 Foxman, Simone. “How UPS Delivers Many, Many More Packages Than FedEx.” CityLab, 20 December 2012,  
http://www.citylab.com/work/2012/12/how-ups-delivers-millions-more-fedex/4226/.

"To be useful for regulatory 
purposes, the safety objective 
risk limits must be converted 
to a per operation basis"

3.4 Per Operation Risk Goal for Commercial 
Operation

Using the geometric mean computed previously for a 
reasonable overall safety objective, the maximum risk 
per operation would be in the range of 2 x 10-8 to 4 x 
10-8. Clearly if the number of operations increases at full 
deployment or the value of N was made smaller, then 
the limit risk per operation would decrease. To clarify, 
this analysis does not provide any information on the risk 
per delivery per operation, neither currently at the onset 
of initial commercial service nor at full build-out of the 
industry. Instead it explains how safety goals relevant to 
the operation can be developed and then implemented 
in terms of quantitative operational risk objectives for 
review by a regulator. 
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4 System and Risk Models for Risk 
Assessment

As explained previously, the basic form of the 
scenario-based risk model used at PL is developed from 
a phase of flight representation of a UAS mission. The 
PoF itself is a systems model where the components 
and subsystems are linked explicitly to the features of 
the flight process. The PoF systems model was built 
using the LETOOLS software suite. LETOOLS uses a logic 
gate model (LGM) structure to represent large sets of 
alternatives.43 The LGM is referred to as a possibility tree 
and is a key element of the LED methodology. It is a 
visual representation of a logic equation composed of 
AND and OR logic. The solution of the equation yields a 
series of paths; each solution path is unique. It has been 
used for a wide variety of system, risk, and decision 
analysis problems including aviation security44,  safety 
of advanced Air Traffic Control systems45,  and issues 
associated with integration of UAS into the national 
airspace46. 

Figure 4 shows a high level view of the systems model 
in LETOOLS. It includes a description of the UAS itself, 
the CONOPS, and the boundary conditions needed to 
describe the NAS environment in which the mission 

is flown. A mission of interest, for example pipeline 
surveillance, could be performed in a several different 
ways and in various NAS environments. Each of these 
alternatives is a mission scenario and its characteristics 
and metrics of interest are computed in the model. This 
model was originally developed for NASA as part of a 
study of policy options and functional requirements 
risk associated with UAS integration into a future Next-
Gen NAS environment.47

It is customary to think of a scenario as a type of story, 
that is, a textual description of a mission. A well-known 
example is the set of mission scenarios developed by 
Special Committee 203 of the RTCA in 2010, referred to 
as the Operational Services and Environment Definitions 
(OSED) missions.48 In that study nine scenarios were 
selected to cover a range of UAS types, along with NAS 
sub-environments and applications. However, these 
scenarios were only descriptive; there was no mechanism 
to directly incorporate a scenario into a system model 
as shown in Figure 3. Therefore it was not possible to 
compute directly scenario-dependent metrics, rigorously 

43 Bott, Terry et al. “A New Graphical Tool for Building Logic-Gate Trees.” ASME 2003 Pressure Vessels and Piping Conference, July 2003, Cleveland, Ohio.
44 Eisenhawer, Stephen et al. “Risk-Based Prioritization of Research for Aviation Security Using Logic-Evolved Decision Analysis.” International 
System Safety Conference, August 2004, Providence, RI.
45 Eisenhawer, Stephen et al. “Risk-Benefit Analysis of Advanced Air Transportation System Technologies Using Logic Gate Models.” Eighth USA/
Europe Air Traffic Management Research and Development Seminar (ATM2009), June 2009, Napa, CA.
46 Foggia, John; Eisenhawer, Stephen; and Bott, Terry. Portfolio Analysis for UAS NAS Integration: Annual Report 2013. NASA UAS in the NAS 
Project, NASA Contract No: NND11AQ71C. Logic Evolved Technologies, Inc., September 2013, Santa Fe, NM.
47 The details of the model are beyond the scope of this white paper, and Figure 4 is only intended to suggest the level of analysis possible.
48 RTCA, Inc. Operational Services and Environmental Definition (OSED) for Unmanned Aircraft Systems, Document 320 (DO-320). RTCA SC-203, June 2010.
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49 In addition, there is no defensible way to demonstrate that these seven missions formed a mission spanning set for analysis purposes.

define a mission set for systems studies, or link a scenario 
to other applications such as risk tools.49 

A mission scenario is constructed in LETOOLS using 
a series of dashboards as shown in Figure 5. Here the 
upper dashboard provides inputs for environment 
specifications such as weather; airspace and obstacle 
avoidance requirements; and system specifications 
such as communication mode with ATC, ground control 
station type, and command and control link type, which 
in the dashboard is BVLOS for a pipeline surveillance 
mission. There is a dashboard for each phase of flight. 
The lower panel in Figure 5 represents the Outbound 
Transit phase of the flight with inputs that include 
airspace classification, traffic density, land use, and level 
of ATC services at the top of the dashboard. The bottom 
of the dashboard shows altitudes (minimum and 
maximum), segment distance, and vehicle speed. 

The important features of this approach include:

 ♦ Large scenario sets representing many missions, 
CONOPS, and NAS environments can be represented 
in a very compact form. 

 ♦ The solution of the LGM using an advanced algorithm 
yields a set of unique scenarios.

 ♦ Metrics for each unique scenario are computed as 
the PoF sequence is generated.

 ♦ The effect of scenario dependencies on metric 
values is taken into account explicitly, and process 
option incompatibilities are automatically filtered.

Figure 4. Phase of Flight Logic Gate Model
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 ♦ Results are stored in a database for analysis and to 
provide the interface to other applications; data 
from other modeling tools can also be used directly 
in the PoF model.

 ♦ The introduction of new scenario elements such 
as a more detailed CONOPS, accident sequences, 
or insertion of new technologies to reduce risk is 
straightforward.

To determine whether a particular mission scenario 
would be below a regulatory risk threshold, a quantita-
tive estimate of safety risk is required.50 To achieve this 
objective, it is necessary to insert accident scenarios 
into the mission scenario model. An example of this is 
shown in Figure 6 where the initiating event is a loss of 
lift resulting from the mechanical failure of an engine 
on a multi-engine rotocopter-type UAS during the 
outbound cruise phase of flight.51

50 It is uncertain whether an estimate of security risks will be needed and if so, which agency would have regulatory responsibility.
51 The sub-sections at the top of Figure 6 are for computing the probability of hitting a human on the ground given loss of lift based on population density, an 
exposure factor, and the UAS projected area. For information about the probability of a UAS striking a human, refer to the following source: RTF AFC. "Unmanned 
Aircraft Systems (UAS) Registration Task Force (RTF) Aviation Rulemaking Committee (ARC): Task Force Recommendations—Final Report." November 2015.

"To determine whether a 
mission scenario would be 

below a regulatory risk 
threshold, a quantitative 
estimate of safety risk is 

required"
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Figure 5. Mission Scenario Design
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Note that other failure modes are included in the model 
but are "grayed out", indicating that they are currently 
not considered in the analysis. The probability of the 
initiating event is based on a mean time to failure 
(MTTF) estimate. If there is no failure, the scenario 
continues. On the failure path there are several branch 
points indicated by OR gates in the model. For example, 
there is an option for a parachute system to mitigate 
impact of a crash. This is an example of representing 
multiple system alternatives in the same LGM.52 What 
is impacted in the crash (ground, human, another 
object) is also a branch point. Here the alternatives are 
accident scenarios that differ according to the object 

52 Possible use of a parachute for sUAS applications has been reported frequently.
53 Mathematically this is an arbitrary n-step Markov model.

"A risk scenario is an accident 
sequence that incorporates 
CONOPS for delivery and 
system specifications...Each 
failure generates a branch 
point in the model and has 
an assigned probability, 
which depends on previous 
scenario events"

Figure 6. Example of Scenario Model for 
Loss of Lift Event

impacted. The risk for a scenario is expressed here as 
the probability of the scenario times the consequences, 
as discussed in Section 2. If only safety risk is of interest, 
then the other impacted objects generate zero risk. The 
total risk for the mission scenario is summed over all 
the possible operational scenarios. 

A path in this model is a risk scenario, which is an 
accident sequence that incorporates the CONOPS 
for delivery and the system specifications including 
options such as the parachute and potential failure 
mechanisms. Each failure generates a branch point in 
the model (an OR) and has an assigned probability. The 
probabilities at a branch point might depend on one 
or more previous events in the scenario.53 Because the 
probabilities are computed along the scenario, they are 
conditional and sum to 1.0 at each branch. The summation 
of probabilities over the scenario set also sums to 1.0. 
The total risk is the sum of the risks for the individual 
scenarios. The number of scenarios varies according 
to the system specification. That is, the number of risk 
scenarios increases with the use of a parachute because 
more failure events are introduced. However, note that 
the total risk decreases because of the mitigation provided 
by the parachute for UAS-human impacts. 
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5 Overview of Risk-Based Approach 
to Regulation of UAS Operations 

As noted in the introduction, primary regulators such as 
EASA, Australian CASA, and to a lesser extent the FAA and TC 
are actively considering a classification system proposed by 
JARUS based on operational risk. An overview of the consensus 
classification approach is shown in Figure 7. An operation 
will fall into one of three categories: Open, Specific, or Certified 
in increasing order of operational risk. Open Category opera-
tions will by definition pose little risk and will receive pro forma 
approval. Most VLOS operations will fall in this category. A 
Specific Category operation requires an SRA to demonstrate 
that the risk is below an acceptable risk threshold. A Certified 

Category operation also requires an SRA. However, in this 
case important characteristics of the operation are such that 
the risk is evaluated to be comparable to that associated 
with a manned aircraft operation. Authorization will require 
that the airframe, control systems, pilots, etc. be subjected 
to certification procedures that are analogous to (and 
nominally as stringent as) existing aviation regulations. We 
expect that both the Specific and Certification categories 
of SRA will use PRA to provide the necessary quantification, 
allow for sensitivity and importance analysis, and provide the 
"paper trail" required for regulatory approval.

Figure 7. Overview of Operational Risk-based Classification of UAS
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How would a risk-based, operations-centric regulatory 
process be implemented? This type of process needs 
to be mission scenario-based as shown in Figure 8. 
The left side Figure 8 shows the primary inputs: UAS 
Missions, Business Cases, CONOPS, Policies, Functional 
Requirements, and Technologies. The right side of Figure 
8 shows the three categories into which a particular 
operation could be assigned. The classification process 
as envisioned here consists of an initial screening step 
to determine whether a well-defined operation can be 
assigned to the Open Category.

This assignment is implemented using a Risk Screening 
Tool, which is explained later in this white paper. An 
operation that does not pass the screen would then be 
evaluated using a high-granularity Risk Assessment 
Tool. The output of this tool is an SRA consistent with 
regulatory standards. If an operation were classified as 

Figure 8. Implementation Concept for Operations-Centric, Risk-based Classification for 
UAS Missions

the Certified Category, then additional specifications 
would be identified and their implementation evaluated 
using a Certification Tool.

5.1 Risk Tools
Referring back to Figure 8, the structure of the risk tools 
and how they interact with the scenario model can now 
be examined. Figure 9 shows the Risk Screening Tool.

"How would a risk-based, 
operations-centric  

regulatory process be 
implemented? " 
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A screening tool intends to provide a Yes/No answer based 
upon a limited number of parameters. In this case the 
question is whether a particular operation would fall in the 
Open Category.54 In practice, it might be easier to deter-
mine that an operation has a low risk, and therefore can be 
assigned the Open Category by comparing it to the factors 
used in an SRA to determine whether an operation should 
be in the Specific Category55.

Scenario characteristics shown in Figure 9 include:

 ♦ The area of operation (population density, areas with 
special protection, terrain characteristics and obstacles, 
and global navigation satellite system [GNSS] coverage)

 ♦ The environmental conditions (day/night or electro-
magnetic environment) 

 ♦ Airspace aspects (effect on air traffic management 
[ATM] system, class of airspace, segregation, and ATC 
procedures)

54 EASA is planning to develop a “prototype” implementing rules for the Open and Specific categories rules.
55 EASA, op.cit.

 ♦ The drone design (functions, redundancy, and safety 
features)

 ♦ The type of operation (standard operations or emergency 
procedures)

 ♦ Pilot competences and organizational factors of the 
operator 

 ♦ The effect on the (social) environment (privacy, noise, 
emissions, wildlife sensitive areas, etc.) 

These scenario characteristics are outputs of the PoF model. 
A series of inferences could be used to perform a set of 
comparisons to threshold values and account for possible 
expert judgment as needed. The use of an approximate 
reasoning model as mentioned in Section 2 would be one 
way to implement a qualitative screening tool.

Figure 9. Risk Screening Tool
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Figure 10. Risk Assessment Tool

The Risk Assessment Tool shown in Figure 10 satisfies the requirement to perform an SRA to determine whether a 
Specific Category assignment is possible. This means that a comparison of the estimated risk to a risk acceptance 
limit as outlined in Section 3 will be need to be made, and a quantitative estimate of safety risk using a model such 
as the one in Section 4 will be required.
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6 Role of Risk Models in Developing 
BVLOS Capability

It is our premise that the main objective of the BVLOS 
Test Bed project56 should be to open up the Canadian 
drone industry with significant economic benefits for 
Canada by achieving safe BVLOS operations.57 The only 
way to achieve this is to provide regulatory authorities 
with validated and tested operational data that prove the 
safety cases. Therefore, we propose that the key to this 
project’s success is establishing a validated operational 
data environment. Figure 11 illustrates the implemen-
tation of a validated data process within the Test Bed 
project environment.

The mission scenario-based methods described in this 
white paper for building systems, risk models, and risk 
evaluation tools have direct application to the develop-
ment of the Test Bed. The three primary inputs—BVLOS 
UAS Missions, NAS Environment, and BVLOS Technolo-
gies—appear at the top of Figure 11. These inputs are 
linked to the System & Risk Models & Tools explained 
previously. This box is larger than the others because its 
analysis outputs are the key elements driving the rest of 
the validation process. 

The interaction between the System & Risk Models and 
the Simulation Tools is of particular interest. Analysis of 
scenario characteristics can provide valuable insight into 

which flight aspects are most uncertain relative to output 
metrics, and therefore would benefit from advanced 
simulations. The simulation outputs can then be used 
to improve the PoF model and the performance of the 
risk tools. Subsequently, outputs from the Risk Models 
& Tools plus the Simulation Tools will provide critical 
data inputs to the Component & Subsystem Testing and 
Mission-level Testing. The operational test data outputs 
will join the feedback loop to strengthen both the Risk 
Models & Tools and the Simulation Tools.

Aggregated data sets from an operational mission will 
be validated through a series of feedback loops that 
connect all of the key Test Bed functions. They can be 
used by regulatory authorities and stakeholders to build 
safety cases and support the Test Bed project’s outcomes 
and stakeholder deliverables, as seen on the right side of 
Figure 11. These outcomes echo the judgment expressed 
in the BVLOS Integration and Validation Test Bed con-
cept paper58, where Commercial BVLOS Operations is 
deemed most important. Transport Canada Policies, Best 
Practices & Regulations must be achieved as well. The 
remaining outcomes, USC Members’ Business Cases and 
Government Economic Planning, take advantage of the 
knowledge base developed during the project and use 
the System & Risk Models & Tools.

56 Aruja, op. cit.
57 Eisenhawer, Stephen and Jaffe, Henry. "Using Scenario-Based Risk Assessment Tools to Accelerate the UAS Economy." Unmanned Systems 
Canada Annual Meeting, 1 November 2016, Edmonton, Alberta, Canada. 
58 Aruja, Mark and Jeffries, William. "BVLOS Integration Testbed." Unmanned Systems Canada Annual Meeting, 1 November 2016, Edmonton, 
Alberta, Canada.
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Figure 11. Data Validation Environment Model

Figure 12. Conceptual Architecture for Integration of Risk Labs into the BVLOS Test Bed
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A more detailed look at how the System & Risk Models 
& Tools could be incorporated into the Test Bed project 
is shown in Figure 12. The conceptual architecture is 
defined using the user/data/compute layer conven-
tion for simplicity. The user layer employs a web-based 
interface. Users of the Test Bed are Transport Canada, 
government planners, NavCanada, UAS system providers, 
UAS service providers, and a set of BVLOS Operators. 
The figure shows a set of high-level outputs for each 
type of user. For TC, the outputs are validated best 
practices, policies, and regulations. For planners, the 
outputs are a set of BVLOS use cases that can be used 
for development projects. For NavCanada, the outputs 
are a validated safety case for BVLOS operations in the 
NAS and optionally a set of functional requirements 
for an unmanned traffic management system. Service 
and system providers will have access to functional 

requirements to develop business cases. BVLOS opera-
tors are the end users here, and the outputs include 
a clear set of requirements to obtain authorization 
for a mission, along with data and models to develop 
robust business cases.

The models and tools are located in the compute 
layer. The user accesses them through a series of Risk 
Labs that provide a mechanism for sharing data and 
for protecting proprietary information as needed. 
Each Risk Lab has access to the main system and risk 
models. Risk Labs are linked via elements of the data 
layer to the main Test Bed elements. The data layer is 
configured using one or more linked databases. The 
functional requirements for the data layer have not yet 
been specified.
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Periculum Labs provides risk tools and analytic services to enable the autonomous vehicle ecosystem to develop 
and grow. We apply proprietary technology (deep learning, approximate reasoning for predictive behavioral 
modeling, and arbitrary n-step Markov model solutions) to solve and manage risk problems where little historical 
data exist with special focus on solving the risk management problems of the drone industry. 

For more information on the Periculum Labs services and expertise, please contact Michael Hoodspith, Director of 
Global Partnerships, at mike.hoodspith@periculumlabs.com.
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